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* Multi-threading, high availability

TCP, SSL, TLS, RELP

 MySQL, Redis,Elasticsearch, Oracle and more
* Filter any part of syslog message

* Fully configurable output format

* Encryption and compression transmission

e Suitable for enterprise-class relay chains

website: http://www.rsyslog.com/
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:msg,contains,"error” # 1%5REE error WHE

:hostname,isequal, "host1" # 1%FEHB 9 hostl IEE
:msg,!regex,"fatal .* error" # 1A BCEEENFRAHNEE
**@192.168.0.1 # {#F3 UDP &iXHEE] 192.168.0.1

** @@example.com:18 # {HF TCP &i%% "example.com" B 18 im0
** @(29) 192.168.0.1 # {3 UDP &i%iER8192.168.0.1 , [5HESE
:msg,contains, “error” elain #EXBE error BREWFERF

cron.* ~ #EFHEIEVSLALMAE , ~ A stop {&)

mail.none /var/log/messages  #mailHEAE Amessages

$template Dailymsg, “/var/log/syslog/%$YEAR%/%$SMONTH%/%$DAY%/msg"
** 2 Dailymsg #oIRS S
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MERIT, Zopl WKEE, D iE ok v LA R T/t man 3 syslog

Al RANE 1588
debug 7 BEVEREN , HEERERE

info 6 —RESNEE, ZFH

notice 5 HESEZEMIISERHIIER

warning 4 ZEERH

err 4 xRl BELEFENINEEEERRARELERE TIFRIER

crit 3 FERH, EIEBNRFESEB NG AEERE LIFRER
alert 1 BEMAEHEIER

emerg 0 MWZBERFTEER

none H2EANER
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msg HEIEX

hostname HEFRIENS

fromhost MIZENFEREIRGER. | ATRe AR EFHRINAIEE
fromhost-ip fromhost A IP

syslogtag HERE , 9 named[12345]
programname El,uﬁz E]’Jﬁ?S% %3, %0 named

pri SHY PRI ZB5>

pri-text PRI I AZFRT , 20 syslog.info
syslogfacility HEZE35

syslogfacility-text HEERINN AR

syslogseverity Rl ]l

syslogseverity-text IU\Z&DJE’JKZIS%T

timegenerated ST A, BEERE/D timereceived
timereported EIEP\]EI’\JTE%EEH‘EU , BEE BT A]

$now LEIATE , YYYY-MM-DD

$year LB, YYYY

$month ZatA , MM

$day ZaiH<E , DD

$hour LN, 24 /NEFRER, , HH

$hhour ZEUH/NEY , 0-29 X$AZ 0, 30-59 XFh7 1
$qhour SRU1/4/\8F , 0-3

$minute HEIDH , MM
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« imfile: Text File Input Module

« imklog: Kernel Log Input Module

« imkmsg: /dev/kmsg Log Input Module

« impstats: Generate Periodic Statistics of Internal Counters
« imptcp: Plain TCP Syslog

« imrelp: RELP Input Module

« imtcp: TCP Syslog Input Module

« imudp: UDP Syslog Input Module

« imuxsock: Unix Socket Input

---Input moudle

« http://www.rsyslog.com/doc/v8-stable/configuration/modules/
idx_input.html
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« omelasticsearch: Elasticsearch Output Module
« omfile: File Output Module

« omhdfs: Hadoop Filesystem Output Module
« omhiredis: Redis Output Module

« omkafka: write to Apache Kafka

« ommail: Mail Output Module

« ommongodb: MongoDB Output Module

« ommysql: MySQL Database Output Module
« omoracle: Oracle Database Output Module
« ompipe: Pipe Output Module

« omuxsock: Unix sockets Output Module

---Output moudle

« http://www.rsyslog.com/doc/v8-stable/configuration/modulest
idx_output.html



#IN 8RR
module(load="imfile") # if you want to tail files
module(load="omkafka") # lets you send to Kafka

#E FH imfileE R EN H EXH

#nginx access log

input(type="imfile"
File="/home/work/logs/nginx/*.log"

Tag="ngx_log_mishop_order"
PersistStatelnterval="1000"
reopenOnTruncate="on"
addMetadata="on"

#ENM — 1 HEBRITRER
template( name="general_log" type="string" string="%hostname¥% %fromhost-ip% %msg%")




#{s5 FH omkafkat® IR & H & &K 1X Z kafkafg &

#nginx access log

if ($syslogtag == "ngx_log_mishop_order") then {

action(
broker=["c3-b2c-kafka®1.bj:9092","c3-b2c-kafkad2.bj:9092","c3-b2c-kafkad3.bj:9092"]
type="omkafka"
topic="ngx_log_mishop_order"
template="general_log"
confParam=["compression.codec=gzip"]
partitions.auto="on"
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